
  
 

How to Make Your 
Website Compliant With 
the CCPA 
A 5-step process to help manage the notice and consent 
requirements of the California Consumer Privacy Act. 
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What is the California 
Consumer Privacy Act, 
and Does it Apply to Me? 
The California Consumer Privacy Act, or CCPA, is a data protection and privacy regulation signed into law 
by the Governor of California on June 1, 2018. It goes into effect on January 1, 2020. However, the CCPA 
has a “look-back” provision where businesses will need records of personal information collected in the 
12-month period before the law comes into effect. In other words, as of January 1, 2019, part of the CCPA 
has already started. 

The Act protects the personal information of all California residents. If your business collects any data on a 
California resident, you must comply with the Act. Due to the low triggering mechanism, it will apply to most 
businesses regardless of their location if they are doing any business in the United States. 

Your business must comply if it meets any of the following criteria: 

• Makes more than $25 million in annual gross revenue 
• Buys, receives, sells, or shares the personal information of 50,000 or more consumers, 

households, or devices per year 
• Earns 50% or more of its annual revenue from the selling of consumers’ personal data 

Many other jurisdictions in the United States are considering similar legislation for their residents. Our 
advice is to treat the new CCPA as the de facto regulation for all of the United States. As privacy regulations 
similar to the GDPR and CCPA are being considered in many countries around the world, you should 
begin planning immediately for how to implement consumer privacy protection across your organization’s 
operations worldwide. 
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What Does the 
CCPA Require? 
There are 5 major components to the CCPA. They give California residents the right to: 

1. Know what personal information is being collected on them 
2. Know whether their personal information is being shared and with whom 
3. Opt out of sale of personal information 
4. Access the personal information you’ve collected 
5. Equality in service and price even if they’ve exercised their privacy rights  

The CCPA contains two expansive defnitions that make compliance challenging: 

1. “Personal Information”: The CCPA defnes personal information extremely broadly as 
“information that identifes, relates to, describes, is capable of being associated with, or could 
reasonably be linked directly or indirectly with a particular consumer or household.” This includes 
the obvious Personally Identifable Information (PII), such as name, address, email, or social 
insurance number, but also just about all other data you may have collected. For example, page 
visits, purchase history, implied interests based on content viewed, or scoring of behaviors may 
all fall under this defnition. 

You should therefore ensure that your CCPA provisions apply to all of the data you collect or 
receive that is tied to a consumer. 

2. The “sale” of personal information: Under the CCPA, personal information that is shared with 
a third-party constitutes a sale if any consideration is returned. In other words, sharing personal 
information can be considered a “sale” even if no money is exchanged. For example, sharing 
data with a third-party in an effort to personalize a webpage so you can increase conversions 
could be considered a sale as your business benefted from the sharing of the information. 

However, sharing can be considered not a “sale” if it meets the following criteria: 

• Disclosing the personal information under the intentional direction of the consumer 

• Using an identifer to indicate to a third-party that this consumer has opted-out of the “sale” 
of their personal information 

• Disclosing to a service provider. To qualify for the exception: 
- the disclosure must be pursuant to a written contract that prohibits the third-party from 
  further disclosure 

- you must have provided compliant notifcation to the consumer that the personal 
  information will be shared in this way 

- the service provider must not further use the personal information except to accomplish the 
  stated business purpose 
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What are My Disclosure 
Requirements? 
The CCPA also requires you to provide consumers with suffcient notice of: 

• The categories and specifcs about the personal information you collect 

• The sources from where the information is gathered 

• The purpose of the collection 

• Which categories will be shared or sold 

• A disclosure of the consumers’ rights 

The specifcs of what qualifes for suffcient notice for these elements is still being determined 
through a public comment process. The Attorney General of California is empowered by the 
legislation to use the public comment process to determine fnal defnitions of many terms in the 
CCPA. However, there are some basic requirements that must be met: 

• A clear and conspicuous link to your privacy policy 

• The privacy policy must include the disclosure elements listed above, including all third-
parties who may receive the personal information 

• A clear and conspicuous link titled “Do Not Sell My Personal Information” on your 
homepage and privacy policy 
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What is the Risk of 
Non-Compliance? 
How will the CCPA 
be Enforced? 
The CCPA has very strong penalties associated with violations: $2,500 per violation, tripling to $7,500 per 
intentional violation. There is no cap on the total amount of fnes. 

The defnition of an individual violation is being determined by the public comment process. However, most 
privacy experts agree that it is likely to be per consumer affected. For companies with a large number of 
consumers in California, the potential fnes are enormous and require a thorough response to the CCPA 
regulations. 

We expect aggressive enforcement from the California regulators focusing on the disclosure requirements 
– is your company transparent, open, and honest about your data practices? How intentional were the 
violations? 
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The Path Forward for 
the CCPA 
Creating and managing the compliance and notifcation requirements of the CCPA can represent a daunting 
undertaking. 

Companies need to become compliant and quickly. It’s important to note that with the 12-month look-back 
provision, your practices today are likely to impact your compliance level on January 1, 2020. 

PwC recently surveyed US businesses about their readiness for CCPA compliance1 and found that almost 
half do not expect to meet the deadline: 

• 48% of surveyed companies do not think they will be ready by January 1, 2020 

• 64% have not yet started operationalizing CCPA preparations 

In this guide, we’ll explore the challenges involved in becoming compliant. We’ll also show you that there’s 
a solution at hand for website data collection by laying out a step-by-step process for achieving CCPA 
compliance for notice and consent. Plus, we’ll explain how following this process can create a competitive 
advantage for companies as they improve data processes, digital governance, customer experience and, 
ultimately, earn more customer trust. 
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A CCPA Roadmap: 
5 Steps to 
Website Compliance 
The CCPA represents a high standard for how businesses handle and interact with consumer personal 
information. Here are the key steps to achieving compliance with the CCPA notice and consent 
requirements by January 1, 2020: 

1. Map your digital supply chain 
If you’re like most enterprise companies, your marketing team has an abundant martech stack, which 
is powered by tags you add to your website. Even a closely-managed website may have a proliferation of 
tags embedded on its pages. These tags give your “digital supply chain” or third-party vendors, access to 
the data they need to fulfll their services to you. The problem is, they often give access to other unknown 
parties, too. Every tag can daisy chain or piggyback in additional third-party tags at runtime, leading to a 
complex web of hidden tags that can only be analyzed when the page is executed in a consumer’s browser. 
By running these tags on your site, your company is implicitly giving those third-party vendors the right to 
collect visitor data. 

One recent survey found that the top thousand most-visited 
US websites had an average of 75 technologies in their 

marketing cloud. 2 

Under the CCPA, you are responsible for providing notice to the consumer for each one of these 
technologies, even those you have not knowingly authorized. If personal information is shared 
unintentionally and without written contracts between you and the third-party data recipient, it could still be 
considered a “sale” under CCPA, putting you at risk of substantial penalties. 

You are required to provide notice of all data sharing and enable a consumer to opt out unless you have 
met the requirements for “service provider” sharing as defned in the Act. To protect yourself and your 
consumers: 

• Conduct a thorough audit of your website to get a complete view of all tags that execute at runtime 
on your site so you can build a list of your digital supply chain vendors, especially those with whom 
you don’t have direct contractual relationships 

• Have Marketing and IT work together to fully document your digital marketing apparatus so you can 
provide correct notice to consumers 
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• Map where third-party tags are fring from, what their purpose is, and how the third-party handles 
the data 

• Allow consumers to control which third-party tags are allowed to execute based on their consent 

One tool that can provide an audit of all third-party tags on your site is Crownpeak TagControl. With this 
tool, you can quickly conduct live scans of your website and reveal the entire digital ecosystem of tags, 
including any tags that are piggybacking on your offcial vendors. Once you see all the unauthorized 
third-parties with access to your user data, you can use TagControl to block the tags you don’t want fring. 

As you can see from the example above of the NFL’s website, there can be dozens of tags fring on your site 
forming complex chains of tags calling tags calling tags... and on and on. 

Visit crownpeak.com/about/trackermap-request to get a free scan of your own website. 

http://crownpeak.com/about/trackermap-request
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2. Conduct a site-wide profling analysis 

• Analyze the different visitor profling or tracking activities being conducted on your sites. What 
data are you, your vendors, and their partners collecting, and why? 

• Evaluate the levels of data sensitivity involved in each of these collection activities and rank the 
associated risks 

• Analyze what submissions are saved to your database 

3. Determine the purposes of data collection and sharing; determine if sharing constitutes “selling” 

Under the CCPA, you must provide notifcation to the consumer about the data you collect, the purpose 
for which you collect it, and if you share that information. This notifcation must be made before or at the 
time of the information’s collection. 

For each of your data collection activities, record the information collected, the reason for the collection, 
your intention to share the data, and if the sharing constitutes a sale of the personal information. 
It’s important to remember that under the CCPA, sharing personal information with a third-party is 
considered a sale when any valuable consideration is received, even if you are not directly remunerated 
for it. 

4. Set up a privacy rights infrastructure 

Under the CCPA, consumers enjoy a variety of new privacy rights regarding their personal information. 
Your company must develop the internal processes to accommodate the exercising of these rights. You’ll 
need to create a channel for consumers to submit rights requests and a process for fulflling them. 

Some of the most important rights under the CCPA are: 

• The right to know what personal information is being collected and the purpose for which it was 
collected 

• The right to know whether their personal information is being shared and with whom 

• The right to opt out of the sale of their personal information 

• The right to view the personal information collected and to have it deleted 

• The right to equality of service and price even if they’ve exercised their privacy rights 
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5. Design sites around CCPA compliance 

The CCPA and similar regulations place a number of requirements on website operators. To ensure that you 
meet the high standards for notice and consent, you should consider privacy compliance as a core element 
of your user experience. We call this approach Privacy UX. 

Some specifc elements you’ll need to develop: 

• Adequate notice of the personal information being collected and its purpose. Unlike the GDPR, the 
CCPA does not necessarily require proactive consent before collection, but it does require proactive 
notifcation. Consider a persistent banner that summarizes the notifcation with a link to your detailed 
privacy policy. 

• Notices and policies in easy-to-understand language that clearly explain how and why you want to 
collect personal information 

• A place where the user can view a clean and comprehensible list of all vendors and the data being 
collected and allow for selective consent to be given for each one 

• An easy way for users to revoke their consent 

• A prominent and conspicuous link titled “Do Not Sell My Personal Data” on your homepage and 
in your privacy policy. This required link must enable the consumer to opt out of the sale of their 
personal information. 

The silver lining 

Consumers widely fear that companies can’t be trusted with their personal information. In fact, 71% of 
consumers believe that brands with access to their personal information are using it in unethical ways.3 

The CCPA and similar regulation helps to save businesses from themselves. By requiring an even playing feld 
of consent and notice and privacy regulation, consumers will reward brands for giving them control of their 
data in a user-friendly and honest process. 

Organizations that embrace the CCPA and user privacy – and publicize the fact that they are leading the way 
towards compliance – stand to reap the rewards of increased customer trust and equity. By building great 
Privacy UX you can gain a competitive edge over companies that consumers don’t trust with their personal 
information. 
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Tools for Achieving 
Compliance with CCPA 
Notice and Consent 
Requirements 
The Crownpeak CCPA Compliance Solution is an easy-to-use, best-in-class solution for meeting your CCPA 
consent requirements. 

TagControl 

The frst step to compliance is visibility and control of the vendors running on your websites and apps. 
TagControl provides a 360-degree view of all of the digital technologies and vendors executing on your sites at 
runtime, even those piggybacked in through another vendor or tag. 

TagControl provides: 

• An interactive map of all the tags executing at runtime 

• The impact of each tag on performance and security 

• The most comprehensive vendor database to explain each tag’s owner and their likely uses for data 

• The ability to selectively disable tags with one click on your sites regardless of how they were loaded 

You can use TagControl to: 

• Catch potential compliance and security risks 

• Optimize site performance by auditing slow tags 

• Ensure that your privacy policy and other notifcations are CCPA compliant 
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Universal Consent Platform® 

Developed in collaboration with data protection experts, privacy leaders, policymakers, technologists, and 
marketers, Crownpeak’s Universal Consent Platform uses patented technology and is the best unifed solution 
to help organizations achieve compliance with the CCPA and other privacy laws requiring notice and consent. 

The Universal Consent Platform: 

• Provides a complete solution for the CCPA’s notice and consent requirements 

• Complies with the highest standard, built with privacy by design (PbD) and privacy by default 

• Deploys customizable UX to complement your site’s design and brand 

• Displays granular information about all data collection vendors and empowers the user with the ability 
to consent to each, all, or none 

• Combines solutions for CCPA, GDPR, and ePrivacy in a single interface 

Interested to learn how Crownpeak can help you get ahead of the 
CCPA and other new state and country privacy regulations? 

Request a demo today! 

Sources 
1. Many US businesses doubt they will meet California privacy law deadline, PWC, 9 Oct, 2018, 
pwc.com/us/en/services/consulting/cybersecurity/pulse-survey-ccpa.html 

2. How Smart Management of Marketing Tech Can Boost Site ROI.” Gigaom, 30 Oct, 2014, 
gigaom.com/report/how-smart-management-of-marketing-tech-can-boost-site-roi/ 

3. Marketers Overestimate Consumers’ Attitude to Data, Marketing Week, 21 Oct, 2016, 
marketingweek.com/2016/06/23/marketers-overestimate-consumers-attitude-to-data/ 

http://crownpeak.com/demo-request
http://www.pwc.com/us/en/services/consulting/cybersecurity/pulse-survey-ccpa.html 
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http://www.gigaom.com/report/how-smart-management-of-marketing-tech-can-boost-site-roi/ 
http://www.marketingweek.com/2016/06/23/marketers-overestimate-consumers-attitude-to-data/
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About Crownpeak 

Crownpeak provides the leading, enterprise grade, cloud-frst Digital Experience Management (DXM) platform. 
The Crownpeak DXM platform empowers Fortune 2000 companies to quickly and easily create, deploy, 
and optimize customer experiences across global digital touchpoints at scale. Besides featuring content 
management, personalization, search, and delivery, it is the only digital experience platform that includes 
built-in Digital Quality Management (DQM) to ensure brand integrity, best practices, and web accessibility 
compliance. In 2017, Crownpeak acquired Evidon, the leading provider of simple technical solutions to complex 
digital Governance, Risk & Compliance (GRC) challenges. These solutions, including the Universal Consent 
Platform and TagControl, are designed to help companies comply with the General Data Protection Regulation 
(GDPR), the California Consumer Privacy Act (CCPA), and other new country and state privacy regulations. 

FOR MORE INFORMATION, PLEASE VISIT CROWNPEAK.COM. 
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