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Customer Expectations are at an all-time high. Fueled by technology from companies 
like Uber, Twitter, and Amazon, people expect their needs to be met instantly and 
completely, and any brand engagement to be personal and relevant. To help meet these 
needs, the martech landscape has experienced rapid growth: More than 2,000 new 
vendors were added to Chiefmartec’s Marketing Technology Landscape between 2017 
and 2018. Marketers now have more ways than ever to reach their audiences. 

Martech tools interact and integrate, sharing 
data back and forth with each other to provide 
marketers with powerful insights and let brands 
reach their customers on the individual level 
they expect. But there is a dark side to this 
opportunity. Each technology added to a martech 
stack multiplicatively raises the number of 
entities that have access to customer data. This 
is because third-party technologies often rely on 
fourth parties, ffth parties, and beyond to deliver 
their services. And in a world of post-GDPR, the 
California Consumer Privacy Act (CCPA), and 
upcoming new regulation’s, one bad link in the 
data chain can be catastrophic. 

Tag Auditor: See what is on your 
site and who has access to your 
customers’ data 
Martech is built on tags, the snippets of data-
collecting code that vendors require you to put on 
your site for their technologies to work. On paper, 
managing tags seems easy, but “piggybacking” 
complicates things. 

Piggybacking is where one tag invokes another 
tag, essentially adding another technology 
to your site, a “hidden tag” that you did not 
directly authorize. 

For example, at Crownpeak we use an ABM 
tool to help power our account-based marketing 
programs. For our ABM solution to provide the 
service we pay them for, they invoke Beeswax (an 
ad exchange) and LiveRamp (a company 
that helps with data connectivity). LiveRamp then 
exchanges data with AdRoll, which connects 
to more than a dozen other vendors. It is easy 
to see how data sharing can get complicated 
quickly for a company with multiple vendors in 
their martech stack. This is an integral part of 
today’s marketing technology, but left unchecked 
can lead to website performance issues, 
data leakage, compromised site security, and 
privacy breaches. 



 
 

 

 

 
 

 

 

  

We built Tag Auditor to bring clarity and order 
back to your tag landscape. It gives you visibility 
into every tag on your site, no matter the source, 
and pairs that with the information you need to 
decide whether or not to keep tags from that 
vendor on your site. That information includes 
things like what type of data the vendor collects, 
how they store that data, and whether they share 
the data with others. In addition, Tag Auditor 
lets you know if any tags are hurting visitor 
experience by affecting latency and page load 
times and lets you know if any new tags have 
been added through third+ parties. Finally, you 
can generate a list of all the vendors on your site 
that is connected to a comprehensive database 
of all tag-based vendors, their backgrounds, 
and their policies. This will help IT, your legal 
team, or your Digital Privacy Offcer decide what 
technologies and tags are safe to use and what 
data you can collect. 

Along with Tag Auditor, you get access to our 
patented Trackermap tool, which generates 
a real-time visual representation of what’s 
happening to your user data. Chock full of 
insights, Trackermap provides a panoramic view 
into every vendor monitoring the behavior of your 
visitors, how they got access, and what they’re 
doing there. 

TagControl: Implement 
informed access decisions 
with a single click 
Once you have decided which tags can run 
on your site, it is time to implement those 
decisions. Traditionally that has been a time-
consuming, bureaucratic process. Often the 
people who control tags and access (IT) are not 
the same people who use the technology and 
data (Marketing), which can lead to confict. 
Exacerbating the problem is the fact that 
traditional tag managers only interact with third-
party tags and cannot affect data transfers 
farther down the piggyback chain. 

To use the above example, if at Crownpeak we 
decided that we no longer wanted to share data 
with LiveRamp, that would mean we would either 
have to stop using our ABM tool, crippling our 
ABM programs, or convince them to stop using 
LiveRamp. This would probably be impossible, and 
even if it was possible it could take months. 

TagControl fxes this. With one click it allows 
you to implement informed access decisions at 
the tag level. Bad actors six steps of separation 
away from the technologies you use no longer 
dictate the effectiveness of your Martech stack. 
TagControl can also be confgured to automatically 
block data from fowing downstream to any 
new vendors without your explicit permission. It 
takes the headache out of compliance without 
impacting your marketing activities. 



 

 

 

Universal Consent Platform (UCP): 
Consent Built for Marketers 
With Tag Auditor you know what is on your site, 
what companies/technologies get access to 
your customers’ data, and see in-depth profles 
for each of them. Combined with TagControl you 
have ensured that you only allow vendors you 
trust on your site. But there is one fnal step in 
the process: consent. Because of the GDPR, the 
CCPA, and other global privacy legislation, some 
data requires customer consent before it can 
be used. This is where Crownpeak’s UCP comes 
in. Built on the same technology and vendor 
database as Tag Auditor and TagControl, it gives 
individual consumers control over their data. UCP 
was designed to make consent a frictionless part 
of your marketing efforts. It follows the complex 
rules around gathering data behind the scenes 
and delivers consent notices to the customer in 
a way that works with your campaign, tools, and 
brand. And because it is always up to date with 
what is on your site, it delivers the highest level 
of compliance available. 

The constantly evolving martech landscape 
creates a lot of opportunity, but it also adds 
complexity. Changing privacy regulations 
compound the problem. Crownpeak exists to 
reduce that complexity. 

To see what we can do for your organization, go 
to crownpeak.com and request a demo today. 
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