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Housekeeping
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• Ask questions! Use the chat window and we’ll answer them at the end

• Webinar is being recorded and will be emailed to you 

• Interested in learning more about a topic discussed? Contact us after the webinar



Agenda
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• GDPR Field Guide

• Collecting Personal Data

• A Deeper Dive into Consent

• Key Takeaways

• Useful References



GDPR FIELD GUIDE



WHAT IS THE GDPR?
G E N E R A L  D ATA  P R O T E C T I O N  R E G U L AT I O N  

A MASSIVE DATA PROTECTION AND 
PRIVACY LAW EMANATING FROM THE 

EUROPEAN UNION THAT WILL BECOME 
THE DE FACTO NATIONAL PRIVACY 

LAW IN THE UNITED STATES



WHAT CHALLENGES DOES THE GDPR 
CREATE FOR MARKETERS? 

• ANALYTICS
• RETARGETING
• EXISTING DATABASE
• PERSONALIZATION
• CUSTOMER EXPERIENCE



Marketers anticipate genuine practical difficulties …
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Source: Embrace the GDPR to Gain a Competitive Edge, Forrester, Evidon 2017



… but they see opportunities too …
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Source: Embrace the GDPR to Gain a Competitive Edge, Forrester, Evidon 2017



It applies to any organization that:

• Processes personal data wholly or partly by automated means

• Is established in the EU (regardless of the location of data processing operations)

• Offers products or services to an EU citizen (even if free)

• Is engaged in behavioral monitoring of anybody within the EU 

ASSUME THE GDPR APPLIES TO YOU:

… regardless of whether the targeting was intentional or inadvertent



Who’s who in GDPR-land?

Subjects, Controllers and Processors
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ControllerData Subjects

Processors

YOU
a business that uses data

about human beings

Other Outsource Partners



The data subject’s view

General Data Protection Regulation (EU) 2016/679
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• “… everyone has the right to the protection of personal data …”Recital 1
Fundamental 

Human Right

• “Consent should be given by a clear, affirmative act establishing a freely given … informed and 
unambiguous indication of … agreement …”Recital 32

• “… the controller shall be able to demonstrate that the data subject has consented …”Article 7
Unambiguous Consent

• “… for the purposes of direct marketing, the data subject should have the right to object …”Recital 70

• “… at the time of the first communication with the data subject, the right ... shall be explicitly brought to 
the attention of the data subject …”Article 21

Right to Object

• “… the controller shall … provide the data subject … with … [the identity of the controller, the processor, 
the contact details of the data protection officer, the purpose for data collection, whether personal data 
will be transferred to a third country etc.]”Article 13

• “A data subject should have the right of access to personal data which have been collected …”Recital 63

Information and Access

• “The data subject shall have the right to obtain … the rectification of inaccurate personal data …”Article 

16

• “The data subject shall have the right to obtain … the erasure of personal data …”Article 17
Rectification and Erasure



The regulator’s view

General Data Protection Regulation (EU) 2016/679
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• “… to natural persons, whatever their nationality or place of residence …”Recital 14

• “… processing of personal data [by] a controller or processor in the Union, regardless of whether the 
processing takes place in the Union or not.”Article 3

• “… processing of personal data of data subjects who are in the Union by a controller or processor not 
established in the Union …”Article 3

Applicability

• May 25, 2018 Article 99Effective Date

• “… natural or legal person [which] determines the purposes and means of the processing of personal 
data …”Article 4

• “… the controller shall implement appropriate technical and organisational measures to ensure [and 
demonstrate] that processing is performed in accordance with this Regulation.”Article 24

Controller

• “… natural or legal person [which] processes personal data on behalf of the controller.”Article 4

• “… the controller shall use only processors providing sufficient guarantees [that] processing will meet 
the requirements of this Regulation …”Article 28

Processor

• “…every data subject shall have the right to lodge a complaint with a supervisory authority …”Article 77

• “Infringements … shall be subject to administrative fines up to 20,000,000 EUR or up to 4% of 
worldwide annual turnover …”Article 83

Remedies, Liability and 
Penalties



COLLECTING PERSONAL 
DATA
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What Exactly is Personal 
Data?
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• Any information relating to an 
identified or identifiable natural 
person

• An identifiable natural person is one 
who can be identified directly or 
indirectly by reference to

• an identifier …
• e.g. name, ID number, location data, 

online identifier

• one or more factors specific to …
• physical, physiological, genetic, mental, 

economic, cultural or social identity

Article 4Article 4



See Who is Collecting Data on Your Site with Trackermap®
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Check out your own site:
https://www.crownpeak.com/products/monitoring-solutions/trackermap

Example: Dozens of 
tags firing on NFL.com

https://www.crownpeak.com/products/monitoring-solutions/trackermap


Article 6

6 lawful bases for collection of personal data (abridged)
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Consent

Contract 
Performance

Legal 
Obligation

Vital Interest

Public 
Interest

Legitimate 
Interest

Data subject has given consent to the processing of 
personal data for one or more specific purposes

Processing is necessary in order to protect the vital interests 
of the data subject or of another natural person

Processing is necessary for the performance of a 
contract to which the data subject is party

Processing is necessary for compliance with a legal 
obligation to which the controller is subject

Processing is necessary for the performance of a 
task carried out in the public interest

Processing is necessary for the pursuit of 
legitimate interests of the controller or third party



Article 4(11)

A closer look at conditions for lawful consent
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Freely Given

Specific

Informed

Unambiguous

ALL elements 
required

Marketing campaigns and digital 
experience designs will have to rethink 

user interaction to remain lawful



If the data subject has no real choice, feels compelled to consent or will endure negative consequences if they do not consent, 
then consent will not be valid

Freely Given Consent – Key Points 
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Imbalance of Power

Conditionality

Granularity

Detriment

The clear imbalance of power that exists between public authorities (R43)/ employers (A88) and 
subjects makes it unlikely that consent can be relied upon as a basis for data collection.  Lack of 
realistic alternatives and/or fear of reprisal both restrict / impair freedom of data subject.

Bundling consent with acceptance of other terms and conditions or tying the provision of a 
contract / service to a request for personal data that is unnecessary for performance of that 
contract / service implies that consent has not been freely given (A7).

Where a service involves multiple processing operations, data subjects should be free to choose 
which purpose(s) they accept rather than having to consent to a bundle.  Separate consents are 
required for separate processing operations (R43).

It must be possible for the subject to refuse or withdraw consent without detriment e.g. costs 
(R42). Other examples of detriment: deception, intimidation, coercion, significant negative 
consequences. Controller must be able to prove consent was withdrawable without detriment.



Freely Given Consent – Conditionality Violation Example

Rethink Digital Initiatives (GDPR) Page  20

“Please enable your GPS location setting to 
activate this app.  We will use your localization 

data to present marketing offers from partners.”

Neither geo-location or online behavior-driven 
advertising are necessary for the delivery of a 
photo-editing service.

Since users cannot use the app without 
consenting to these purposes, consent cannot 
be considered as being freely given.



Consent of the data subject must be given in relation to “one or more specific” purposes and that the data subject has a choice in 
relation to each of them (A6).

Specific Consent – Key Points 
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Purpose

Granularity

Separation

Function Creep

Valid consent can only be obtained when preceded by the determination of a specific, explicit 
and legitimate purpose for the intended processing activity to which the subject has consented 
(A5).

Consent mechanisms must not only be granular to meet the requirement of “free”, but also to 
meet the requirement of “specific”. Where multiple purposes are contemplated by the controller, 
a separate opt-in should be provided to allow subjects to give specific consent for each purpose.

Controllers should provide specific information with each separate consent request about the 
data that are processed for each purpose, to make data subjects aware of the impact of the 
different choices they may make.

If a controller has collected and processed data based on consent, and wishes to process the data 
for a new purpose, then the controller needs to seek a new consent from the data subject for the 
new purpose.



Specific Consent – Function Creep Example 
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“We have changed our personal data 
collection policy:

X Use my viewing history to suggest new movies
_ Allow third parties to send marketing offers 

based on my viewing history”

The decision to re-purpose viewing 
history and now allow third parties to 
present targeted advertising requires 
additional consent from the data subject 



if the controller does not provide accessible information, user control becomes illusory and consent will be an invalid basis for 
processing (A5).

Informed Consent – Key Points 

Rethink Digital Initiatives (GDPR) Page  23

Essential 
Ingredients

Presentation 
Methods

For consent to be lawful, certain elements are crucial to making an informed choice:
• the controller’s identity (controllers must be able to produce a list of recipient processors on demand)
• the purpose of each of the processing operations for which consent is sought (R42)
• what (type of) data will be collected and used
• the existence of the right to withdraw consent
• information about the use of the data for automated decision-making, including profiling (A22)
• the risks of data transfers to third countries lacking an adequacy decision and appropriate safeguards (A49)

GDPR does not prescribe the form or shape in which information should be provided to fulfil the 
requirement of informed consent – marketers are free to be creative.  However …
• clear and plain language must be used, understandable by laypeople, no legal jargon
• cannot be hidden in general terms and conditions or buried in long privacy policy statements
• must be presented appropriately to the identified audience (e.g. visually impaired, minors)
• written declarations of consent must stand out clearly from other material or be separate documents (R32)
• a layered way of presenting information can be considered, where appropriate, to avoid excessive 

disturbance of user experience or product design (e.g. small screens, restricted spaces)



Informed Consent – Best (and Worst) Practice Examples
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Source: https://ico.org.uk/media/for-organisations/documents/1625136/good-and-bad-examples-of-privacy-notices.pdf

The UK Information 
Commissioner’s 
Office offers a great 
deal of helpful 
information for 
organizations getting 
ready for GDPR.

https://ico.org.uk

https://ico.org.uk/


Consent requires a statement from the data subject or a clear affirmative act, meaning an active motion or declaration. It must be 
obvious that the data subject has consented to the particular data processing.  (A2, A4)

Unambiguous Consent – Key Points 
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Acceptability

Silence and 
Inactivity

Bundling with 
Contract Terms

Electronic

Written, recorded oral, and electronic modes of consent are all acceptable as long as a deliberate 
action can be proven by the controller after the fact.

Silence or inactivity on the part of the data subject, as well as merely proceeding with a service, 
cannot be regarded as an active indication of choice. Pre-filled opt-in checkboxes, or opt-out 
constructions, that require an intervention by the data subject to prevent consent are not allowed.

Consent cannot be obtained through the same motion as agreeing to a contract or accepting 
general terms and conditions of a service. Blanket acceptance of general terms and conditions 
cannot be seen as a clear affirmative action to consent to the use of personal data.

Request for consent should not be unnecessarily disruptive to the use of the service for which 
the consent is provided. (R32) It may be necessary that a consent request interrupts the use 
experience to some extent to make that request effective and/or resolve ambiguity. Physical 
motions can be qualified as clear and unambiguous (e.g. waving at camera, moving smartphone 
clockwise, figure of eight) but consent must be revocable as easily.  Scrolling/swiping through 
terms and conditions which include consent declarations are not clear and affirmative enough.



Unambiguous Consent – Best Practice Example
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The modal dialog 
forces the user to 
make a choice 
regarding collection 
of personal 
information.

The use of buttons 
ensures there is no 
possibility of a 
“default” opt-in.

Non-default “No 
Thanks” text 
emphasizes the open-
ended choice.



IF YOU REMEMBER ANYTHING FROM 
TODAY … 

• GDPR IS HAPPENING
• YOU CAN DETERMINE IF THE IMPACT ON YOUR BUSINESS IS 

GOOD OR BAD
• THERE WILL BE AN IMPACT ON YOUR MARKETING PROGRAMS
• CREATING A GOOD, AND COMPLIANT, USER EXPERIENCE IS 

DOABLE
• IF YOU HAVEN’T STARTED RETHINKING YOUR USER EXPERIENCE, 

YOU NEED TO GET ON IT NOW



GDPR References
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Evidon.com 

https://www.evidon.com/education-portal/category/webinars/

Crownpeak.com

https://www.crownpeak.com/resources/?category=webcasts

Official GDPR Portal

https://www.eugdpr.org/

Official regulation text (as PDF)

http://data.consilium.europa.eu/doc/document/ST-5419-2016-INIT/en/pdf

• 173 Recitals, 99 Articles

GDPR Text with Table of Contents

https://www.privacy-regulation.eu/en/

• Online, browseable reference

• Really handy

Article 29 Working Party (WP29) Guidelines on Consent 

https://iapp.org/media/pdf/resource_center/wp29_consent-12-12-17.pdf

Where to find out more
Where to find out more

https://www.evidon.com/education-portal/category/webinars/
https://www.crownpeak.com/resources/?category=webcasts
https://www.eugdpr.org/
http://data.consilium.europa.eu/doc/document/ST-5419-2016-INIT/en/pdf
https://www.privacy-regulation.eu/en/
https://iapp.org/media/pdf/resource_center/wp29_consent-12-12-17.pdf
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